Qualys WAS 4.4 New Features

As a follow-up to our recent major release WAS 4.3, we have added a few new
features, tweaks and clarifications in WAS 4.4 to allow further customizations of
scans. Customers can also now receive clearer and enhanced feedback on the
behavior and coverage of their scans. This will also allow customers to continue to
deliver targeted web application security metrics to all the stakeholders while
ensuring a successful web application security program meets the protection of all
organizational demands.

Feature highlights include:

* Report Templates - We have added a run action in preview button

* We have removed non-expiring reports for the WAS purge feature

*  We now publish information on the user who canceled a scan

* (Clarification and support for server error thresholds before stopping a
scan

*  WAS Scan Emails - Include Qualys username in the recipients email

Report Templates - We have added a run action in preview button

The report template datalist provides a quick run action, which allows users to run a
report using this template. This would be the most logical action for this object, but
this action was somewhat hidden as you needed to open the Actions menu to see
this. Therefore, we have made the report template run action more visible to the
user, so that they can more easily and visibly launch reports.
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We have removed non-expiring reports for the WAS purge feature

With a previous reporting feature released with WAS 3.0 we allowed users to create
reports of their web applications before they deleted or purged them.

These particular reports were unique, whereas all other reports generated in the
application expired after a specific number of days. The reports however, did not.
This logic was to allow users to keep a history of all their web applications. This led
to unwanted and excessive data storage.

Web Application Purge Confirmation Dialog

The purge confirmation dialog has been updated to add a note that the report to be
generated will expire in a specific number of days; the number being defined by the
customer’s WAS module setting Report Life Time. Please note, by default this is set
to 7 days.

Purge Web Application X

Are you sure you want to purge scan findings from these 6 web application(s) ?

By purging this web application, scan findings are removed from the web application’s scan history.

Virtual Patches

Remove associated patches

Save Report

Note that reports expire in 7 days and will be then automatically removed.

Cancel ( Create Report




Report Generation

The generation of the report remains the same. The only change is that reports are no

longer marked as non-expiring. A look at the preview panel confirms that the report will
indeed expire.
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Web Application Delete Confirmation Dialog

The same changes apply for this dialog, where the layout has been updated to better
distinguish the sections. Also a note has been added to notify users that the report to
be generated will expire.

l Delete confirmation x I 1

A Delete the selected record(s)?

Note: This operation cannot be undone. Deleted web applications will no longer appear in your subscription and you will not be able to create
any reports for them. You will still be able to access the scans performed on these web applications.

Virtual Patches
fvirtual patches were applied on this web application, you have the possibility to remove them at the same time

[_) Remove associated patches

Save Report

Before deleting these web applications, you have the option to create a report showing your current security status for these web applications

and this will appear in your reports list

Note that reports expire in 7 days and will be then automatically removed.

1 Schedules affected - Schedules will be disabled at next runtime if no more web applications are defined as target.
Deleted Object Affected Object -

10.10.26.238 Web Application Vulnerability Scan - 2015-08-21

Delete only web applications that are not scheduled for scans

Cance




Existing Non-Expiring Reports

This feature will impact existing reports that do not expire, by updating their status
to make them expire 30 days after the release of this feature in production.

Notification

To make sure that all users may see this information, a notification will be added for
30 days after the release to explain that the reports that did not have an expiration
date will now expire in 30 days, and that users should make sure to download them
if they wish to keep them.
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&7 Web Applications

This is where you can manage and configure the web applications in your account give you time to download them.

Note that we give a grace period of 30 days to

Read more from community...

Add and manage the web applications that you want to scan for vulnerabilities. Use the authentication feature to scan web applications that require
authentication.We support standard login and selenium scripts for form and server
authentication,

E Manage Web Applications ﬁ Set Up Authentication

We now publish information on the user who canceled a scan

When a scan is canceled, we previously displayed the status as canceled and we only
provided in the action log, the information on who canceled the scan. But we did not
display this information when viewing the scan information in main scan dialog
panel. This has now been changed to reflect the user who canceled the scan.

WAS Vulnerability Scan View

View Mode Scan findings overview
Target: "Test XXE from Create webapp - APl #2"
Scan Details
Status:
Canceled By: John Doe (quays_at3)

Scan Settings
Authentication Status: -

Action Log Applications Scanned: [
Start Date: 23 Jul 2015 1:47PM GMT+0200
Duration: 00:02:00




Clarification and support for server error thresholds before stopping a scan

Web applications can return different kinds of server side error or error indicators
during a WAS scan. Some of these are a sign of the server possibly getting
overloaded (or unresponsive) due to the scan behavior or an alternate condition.

Customers have had different expectations about how our WAS engine should react
to these server errors. Our clients have asked us to provide better controls on
whether to stop scan on such errors and customize a threshold for such conditions.
Now, two new options are now provided to the end user:

* Stop on timeout errors more than 20 (customizable)

* Stop on unexpected errors more than 48 (customizable)

Edit Mode Please define how the scan will perform

Profile Details General Settings REQUIRED FIELDS
Form Submission*

. Maximum crawl requests  [3gq

Search Criteria (the total number of links
and forms to follow)*

Comments
User Agent

Action Log

Request Parameter Set Initial Parameters Y| View | Create

Document Type
! Ignore common binary files based on file extensions.

Behavior Settings

! Timeout Error Threshold 22

! Unexpected Error Threshold 50

Cancel ( Save As.. Save

WAS Scan Emails - Include Qualys username in the recipients email

When sending WAS scan emails, we now show each recipient's name and username
from their Qualys account, depending on if this data can be extracted.

When sending a scan completion email, the list of recipients will be updated to
display along with the email address, the account name, using format

email address <account name>



The account name value will depend on if one or more accounts are found for the
same email address:

If only one account is found, the account name will be "user first name, user last
name, username".

Ex: John Doe (quays_jd01)

If more than one account is found for an email address, the account name value will
consist of just the username of the accounts, separated by comma.

Ex: quays_ty5,quays_tq58,quays_ty4



