Qualys WAS 4.6 New Features

We welcome some long awaited exciting new features with WAS 4.6. They are
encompassed in what we call SmartScan. SmartScan allows for enhanced and
advanced scanning of AJAX heavy web applications along with enhanced support for
Single Page Applications (SPA) and also advanced frameworks such as Angular]S
and bootstrap. We also are introducing enhanced support for Google Web Toolkit
(GWT) and Direct Web Remoting (DWR) as well.

Please note that this is our first phase and limited release of these new features and
capabilities. We will be releasing many enhancements to this SmartScan in
upcoming WAS versions including, but not limited to; enhanced JSON formatted data
testing, enhanced URL rewriting support along with additional framework support.

*SmartScan will be available in limited release only for the first phase of deployment
and will only be available upon request from Technical Account Managers (TAMs).
This feature will require approval. Minimum dependencies are WAS 4.6, Portal 2.12
and Engine 3.15.

With this release we are also introducing additional sitemap reporting functionality
as well as various bug fixes.

Feature Highlights:

* Introduction of SmartScan
* Enhanced Sitemap Reporting
* Enhanced Option Profile Scope Selection

SmartScan

SmartScan allows for enhanced and advanced scanning of AJAX heavy web
applications along with enhanced support for Single Page Applications (SPA) and
also advanced frameworks such as Angular]S and bootstrap. We also are
introducing enhanced support for Google Web Toolkit (GWT) and Direct Web
Remoting (DWR) as well.

Please note that this is our first phase and limited release of these new features and
capabilities. We will be releasing many enhancements to this SmartScan in
upcoming WAS versions including, but not limited to; enhanced JSON formatted data
testing, enhanced URL rewriting support along with additional framework support.

*SmartScan will be available in limited release only for the first phase of deployment
and will only be available upon request from Technical Account Managers (TAMs).



This feature will require approval. Minimum dependencies are WAS 4.6, Portal 2.12
and Engine 3.15.

Option Profile Create Dialog

When creating a new profile, if the SmartScan option has been enabled for the
customer, the Scan Parameters step will display a new section SmartScan Support,
that will explain to user what the feature is about and will propose a checkbox to
enable the feature.

If the user checks the option, an additional setting SmartScan Depth will be
displayed, with some explanation of the role of that setting. The default value for
that setting will be set to 5.

Step 2 of 5 Please define how the scan will perform
Profile Detail ,
1 rofile Details " 4 User Agent
o Scan Parameters V4
Request Parameter Set* Test Paramset (Default) Y | View | Create
3 Search Criteria
Document Type Ignore common binary files based on file extensions.
Comments
SmartScan Support

Review And Confirm
When enabled we'll perform advanced scanning, using enhanced AJAX/SPA deep crawling and vulnerability testing,
for a number of actions per page. This option is recommended for scanning sites with advanced frameworks and
technologies.

Enable SmartScan Support

You can customize the number of actions that can be tested per page. Note the higher the number you set, the longer
the scan duration.

SmartScan Depth* 5

Behavior Settings

These settings define the threshold to be reached before stopping the scan. If you deactivate these settings, the scan
will keep running no matter how many errors it will find.

Cancel ( Previous IW




The Review And Confirm step will display the options selected by user:

- If user enabled the option:

1  Profile Details Scan Parameters

Form Submission
2 Scan Parameters

Maximum crawl requests
3 Search Criteria

Document Type

L £ < 9

4  Comments

SmartScan Support
° Review And Confirm

SmartScan Depth
User Agent
Request Parameter Set

Scan Intensity

Processes to run in parallel
Total processes: 10
HTTP processes: 2

HTTP request delay
Request delay: High

Bruteforce ontion

Cancel

Step 5 of 5 Review and confirm this Option Profile

Post & Get

300

Ignore common binary files based
on file extensions.

Enabled

Initial Parameters (Default)

Low

Minimal

- If user left the option disabled:

Post & Get

300

Ignore common binary files based
on file extensions.

Step 5 of 5 Review and confirm this Option Profile
1  Profile Details s
Scan Parameters
2 Scan Parameters <  Form Submission
3 Search Criteria v 4 Maximum crawl requests
4  Comments «  Document Type
° Review And Confirm SmartScan Support

User Agent
Request Parameter Set
Scan Intensity

Processes to run in paralle!
Total processes: 10
HTTP processes: 2

HTTP request delay
Request delay: High

Bruteforce option

Cancel

Disabled

Initial Parameters (Default)

Low

Minimal




Option Profile View Dialog

Just like the review step, the Scan Parameters step in option profile View dialog will
display the values selected for the SmartScan options.

- If user enabled the option:

View Mode Please define how the scan will perform

Profile Details General Settings

Form Submission Post & Get

Maximum crawl requests 300
Search Criteria (the total number of links
and forms to follow)

Comments

User Agent -
Action Log Request Parameter Set Test Paramset
Document Type Ignore common binary files based on file

extensions.

SmartScan Support

When enabled we'll perform advanced scanning, using enhanced AJAX/SPA deep crawling and vulnerability testing,
for a number of actions per page. This option is recommended for scanning sites with advanced frameworks and
technologies.

SmartScan Support Enabled

SmartScan Depth 5

Performance Settings

Close Save As.. ﬁ

- If user left the option disabled:

Option Profile View: 5links - limited

View Mode Please define how the scan will perform

Profile Details Form Submission Post & Get

Maximum crawl requests 5
(el s f
and forms to follow)
Search Criteria

User Agent -
Comments Request Parameter Set Initial Parameters
Action Log Document Type Ignore common binary files based on file

extensions.
SmartScan Support

When enabled we'll perform advanced scanning, using enhanced AJAX/SPA deep crawling and vulnerability testing,
for a number of actions per page. This option is recommended for scanning sites with advanced frameworks and
technologies.

SmartScan Support Disabled

Performance Settings
Scan Intensity Low

Processes to run in parallel
Total processes: 10

Close [ save As.. ﬁ




Option Profile Edit Dialog

The same step will be available, but this time with the Enable SmartScan Support
checkbox checked if the option has been previously enabled. In this case, the
SmartScan Depth setting will also be displayed, with proper value already set for the
profile.

Option Profile Edit: aaat Turn help tips: On | Off Launchhelp %

Edit Mode Please define how the scan will perform

Profile Details Maximum crawl requests* 300

Search Criteria *
Request Parameter Set Test Paramset (Default) Y| View | Create

Comments

Document Type Ignore common binary files based on file extensions.
Action Log

SmartScan Support

When enabled we'll perform advanced scanning, using enhanced AJAX/SPA deep crawling and vulnerability testing,
for a number of actions per page. This option is recommended for scanning sites with advanced frameworks and
technologies.

Enable SmartScan Support

You can customize the number of actions that can be tested per page. Note the higher the number you set, the longer
the scan duration.

SmartScan Depth* 5

Behavior Settings

Cancel ( Save As.. ﬁ

Option Profile Save As

The SmartScan settings will be also copied over when a user performs a Save As
action from the datalist or from the option profile view/edit dialogs.

Existing Profiles

All existing profiles will have the Enable SmartScan Support option disabled by
default. The SmartScan Depth value will be set to 5.



Enhanced Sitemap Reporting

WAS 4.6 now allows the customer the ability to download all URLSs for a site via the
Sitemap feature and not have to navigate to each branch of the sitemap individually.

Web Application / Scan Sitemap Dialog

The dialog used to display the sitemap for scans and web applications will have a
new Export Sitemap button now always enabled.

j Use the filters below to alter list view for this application sitemap.
l Page view filters | @) Crawled 29 || @ Rejected 1 E External 36 B Vuinerabilities 177 Sensitive Contents 0
J Link in view:
New WA _RC181
Export Sitemap 1-200f32 DD v
[ L A L X i 3
=L Lnlcinfo. o WShidrentato Web Application Information
O ma 1010102 1 =
Total Pages
O B 10.10.10.2:403 2 29
O 3 1010102777 E
O ma 10.10.10.2:8080 1
O B 10.10.103:1483 1
B E
D 10.10.50.3 Assessment Details
]
BE 10.10.26.238 © Boo o Total Vulnerabilities
O ma 10.10.26.238:443 0 BO 165 | » 177
B ‘ M 21 Level 5
B3 127.0.01 1 =1 Level 4
19 Level 3
O BB gemo.testire.net 2 J M 59 Level 2
77 Level1
(@] [} guitar.funkytown.vuin.ga.qualys.com E
] Crawling Details
(| lamp2.vuin.qa.qualys.com E
(@] | - | newcastletyne.facebook.com 1 50
36
D -] readers-of-the-lost-art.org.uk 3 = 29
325
(@] B readers-of-the-lost-art.org.uk:1111 E A .3 -
1T 27 a5 130 U

Upon clicking, an Export Sitemap Links dialog will be displayed, proposing to the
user the format to be used to download the sitemap links.

The format and timezone fields selected by default will depend on user preferences
as set in their profile.



Export All Sitemap Links x

Select Download Format

E;ﬂ Comma-Separated Value (CSV)
Extensible Markup Language (XML)
Portable Document Format (PDF) 2
Microsoft Word (DOC)

EEd| Microsoft Powerpoint
Compressed HTML pages (ZIP)

3| Web Archive (HTML) — For Internet Explorer > 7 or any modern browser

(GMT 01:00) Central European Time (CET Africa/Algiers) v

Cancel Dovmload
it

Format of the downloaded contents is the same when downloading current page,
the only difference is that this time all the links will be downloaded with their
absolute path.

Columns will therefore be:

Columns Description
Link Link absolute URL
Status CRAWLED, REJECTED, EXTERNAL.

There may be no status for links where vulns have been detected, but
these links have not been marked as crawled.

# Sensitive Contents Number of sensitive contents found in this link

# Vulnerabilities Number of vulnerabilities found in this link
External links Number of external links found "under" this link
Crawled links Number of crawled links found "under" this link
Rejected links Number of rejected links found "under" this link
Links Sensitive Contents Number of sensitive contents found under this link

Links Vulnerabilities Number of vulnerabilities found under this link



Enhanced Option Profile Scope Selection

When creating or editing an Option Profile, under Search Criteria -> Detection
Scope; if we choose "Custom" previously an error message implied that a user must
enter an "include” search list. You could have still entered an "exclude" search list to
exclude only, but the location of this error message was confusing. We have
corrected and enhanced this functionality.

Option Profile Dialog

The Search Criteria > Detection Scope section has been updated as follows:
* Text has been added to introduce to user the option.
* A Detection component has replaced the “focus the scan to specific
vulnerabilities”, and proposes the options Complete vs. Custom as a drop

down element instead of radio buttons.

In Creation mode, the option selected by default is Complete.

Step 3 of 5 Please define what you want to scan for
1 Profile Details «  Detection Scope
2 Scan Parameters &
o Search Criteria & Deectins Complete v

4  Comments .
Sensitive Content

Credit Card Numbers
Social Security Numbers (US)

Custom Contents

Cancel Previous

In both creation and edit mode, when the user selects Custom, the following
elements are displayed below the Detection component:

¢ The search lists to include

¢ The search lists to exclude

* An additional text message above the search lists to exclude, that explains
how the excluded search lists will be used



Step 3 of 5 Please define what you want to scan for

1 Profile Details «  Detection Scope )R o ke

Selectifs c h this | for all v gine is able to al
2 Scan Parameters . he 0 s andjor ir
"
Sy Detection™*
o Search Criteria v Custom 28
Include vulnerab hlists below. Add searchlist | Create static st | Create dynamic list 1
omments ¥

Review And Confirm

vill be deduc
cluded

Exclude vulnerabiii ciated in search

Add search list | Create static list Create dynamic list

Sensitive Content

| Credit Card Numbers

cae

If the user clicks the Next button, the validation is performed, and if no search lists
have been selected:

* The 2 search lists components are highlighted in red
* An error message is displayed on top of search lists to include component to
request user to specify at least one search list

Edit Mode Please define what you want to scan for

Profile Details Detection Scope

Scan Parameters

+
Search Criteria A Detzction Custom v

At least one search list or excluded search list must be selected.
Comments t
Include vuinerabiities ed in search fists below. Add searchlist | Create static list Create dynamic list

Action Log Search Listse y

rch lists defin
d QIDs, or from

the list of

Exclude vul Add search list Create static list Create dynamic list

Sensitive Content

Cancel




By selecting at least one search list, the error message is removed and the two search lists
are be marked as valid.

J Edit Mode Please define what you want to scan for

Profile Details Detection Scope

all perform a full
detection of spe:

Search Criteria betedion Custom v

Comments Include vulnerabiltie

Scan Parameters the

Add searchlist | Create static list | Create dynamic list

- Compliance Dynamic Tue p 0 View | Remove
Action Log

m the list of

r from the complet

Exclude vulnerabilifie

associated in search lists below. Add search list Create static list Create dynamic fist

Sensitive Content

[ Credit Card Numbers

-y (neie| (NN




